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ABSTRACT

Ransomware uses symmetric-key algorithm such as a block cipher to encrypt users’ files illegally. If we find the traces
of a block cipher algorithm in a certain program in advance, the ransomware will be detected in increased rate. The
inclusion of a block cipher can consider the encryption function will be enabled potentially. This paper proposes a way to
determine whether a particular program contains a block cipher. We have studied the implementation characteristics of
various block ciphers, as well as the AES used by ransomware. Based on those characteristics, we are able to find what
kind of block ciphers have been contained in a particular program. The methods proposed in this paper will be able to
detect ransomware with high probability by complementing the previous detection methods.
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Table 1. Constants used in key schedule

each § Value each & Value

§(0) c3efe9db §(4] T15ea49e

§(1) 44626b02 8(5] c785dala

§(2) 79e27c8a §(6) e04ef22a

§(3) 78df30ec 8(7) e5c40957

Table 2. Circular shift operation

each § | k times shift | each § | k times shift
8(0) 29 5(4) 32
§(1) 30 §(5) 32
§(2] 32 5(6) 32
8(3) 32 §(7) 32
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Fig. 2. AES’s S-box in WannaCry
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Fig. 3. AES’s Multiplication by (a) Column {2,
1, 1, 3}, (b) Column {3, 2, 1, 1}, (c) Column
{1, 3, 2, 1}, (d Column {1, 1, 3, 2} in
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